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The Network and Information Systems (NIS) 2 Directive sets higher cybersecurity benchmarks,
essential for businesses to shield themselves from digital threats and avoid substantial penalties.
Compliance with this directive not only fulfills legal mandates but also bolsters your business'
resilience and competitive edge in an increasingly digital marketplace.

Adopting NIS2 standards shows a clear commitment to customer security, enhancing trust and
reliability—key attributes valued by consumers. This guide breaks down the NIS2 requirements into
manageable steps, helping small and medium-sized businesses in the EMEA (Europe, the Middle
East, and Africa) region understand and prepare for NIS2 compliance, strengthen their defenses and
reaffirm their dedication to safeguarding customer data and services.

The NIS2 Directive is a significant step forward in cybersecurity legislation for the European Union,
affecting a wide range of organisations across multiple sectors. With its implementation, businesses
within its scope must adhere to stringent cybersecurity NIS2 requirements to protect their digital
operations and services.

. January 2023
. October 2024

Key Features of NISZ

The revised NIS2 Directive includes risk assessments, multi-factor authentication, and security
measures for personnel who access sensitive data. Additionally, it mandates improved protocols for
supply chain security, incident management, and business recovery planning. This robust framework
raises the standards above previous requirements by introducing:

@ Stricter requirements across a broader range of ® More severe penalties, including legal
sectors. liabilities for management.

o A focused effort on ensuring business continuity, ® Localised enforcement across all EU Member
including aspects of NIS2 supply chain security. States.

@ Streamlined and unified reporting obligations.




Does Your Organisation
Need to Comply with the
NIS2 Directive?

Review whether you operate within any of the following sectors to
determine if your organisation needs to comply:

« Banking * Drinking water * Public administration

* Chemicals * Energy * Research organisations
« Cloud computing service providers * Financial market infrastructures * Space

* Content delivery networks * Food * Telecommunications

* Data center service providers * Health * TLD name registries

+ Digital infrastructure * ICT service management « Transport

- Digital providers + Manufacturing * Trust service providers
* DNS service providers * Postal and courier services * Waste management

* Waste water

Under the provisions of the NIS2 Directive, entities identified by Member States as operators of
essential services within these key sectors are required to implement appropriate security
measures. They must notify relevant national authorities about serious incidents, ensuring a
proactive stance on cybersecurity. Additionally, key digital service providers, including search
engines, cloud computing services, and online marketplaces, are obliged to adhere to stringent
security and notification requirements set forth by the Directive.

What Happens If Non-Compliliance
Occurs Under NIS2?

The NIS2 Directive establishes a comprehensive framework for administrative sanctions across the
EU to address non-compliance with cybersecurity risk management and reporting obligations. For
essential entities, fines can be as high as €10 million or 2% of the total worldwide annual turnover
of the preceding financial year, whichever is higher. For important entities, fines can reach up to €7
million or 1.4% of the annual turnover, whichever is greater. Under NIS2, sanctions include binding
instructions requiring entities to follow specific directives, implementation of recommendations
from security audits, and alignment of their security measures to meet NIS2 standards.

Meeting NISZ Directive
Before the Deadline -

To ensure your business is fully compliant with the NIS 2 Directive by the October 2024
deadline, start by reviewing your existing cybersecurity practices and policies to identify any
shortcomings. For more tailored solutions that incorporate these essential elements into your
NIS2 compliance strategy, consider partnering with [Company]. Our expertise and resources
are designed to support you in developing and implementing an effective compliance and
cybersecurity strategy. To discuss how we can assist you, please reach out to us at your
earliest convenience.



As organisations gear up to meet the stringent requirements of the NIS2 Directive, focusing on key areas such as people, planning, and
partnerships is essential. Here's how organisations can effectively integrate these elements into their NIS2 compliance strategy:

People—Empowering and
Educating Your Workforce

Implement
comprehensive training programs to educate
employees on cybersecurity best practices.
Utilising tools that simulate phishing attacks
or other common threats can help staff
recognise and respond appropriately to real-
world scenarios.

Promote a security-

conscious culture where cybersecurity is
everyone's responsibility. From the C-suite to
the factory floor, every employee must
understand their role in maintaining security.

Address potential skill
gaps by providing targeted training or
bringing in specialised talent to manage
complex cybersecurity needs. Investing in
continuous education and professional
development can help maintain a high level
of security readiness.

Planning—Robust and Responsive
Cybersecurity Framework

Develop and
regularly update incident response plans to
ensure quick and effective action in the face
of a security incident. Plans should include
clear roles and responsibilities, as well as
protocols for internal and external
communication during an incident.

Regular risk
assessments are vital to identify and
address vulnerabilities within your network
and systems. Tools that automate parts of
the risk assessment can save time and
reduce human error.

Prepare
for the worst-case scenarios with solid
business continuity plans that ensure critical
functions can continue during and after a
cyber incident. Implementing solutions for
data backup and system recovery is an
integral part of this planning.

Partnership—Collaborating for
Enhanced Security

Establish
partnerships with cybersecurity experts and
service providers who can offer advanced
insights and technologies tailored to your
specific needs. This collaboration can extend
your capabilities and provide access to
innovative security solutions.

As supply chains
often represent a weak link in cybersecurity,
implementing stringent security
requirements for vendors and conducting
regular audits is crucial to ensure your
partners adhere to the same high standards
as your organisation.

Engage in
communities or platforms where
organisations share insights about emerging
threats. This collective intelligence can
significantly enhance your ability to preempt
attacks and respond to new vulnerabilities.

By emphasising these aspects of People, Planning, and Partnership, organisations can build a robust framework that not
only meets the compliance requirements of NIS2 but also significantly enhances their overall cybersecurity posture.
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Compliance
Quick Checklist

Training and Awareness: Have you implemented comprehensive training programs to
educate employees on cybersecurity best practices, including simulations of phishing
attacks and other common threats?

Culture of Security: Have you promoted a security-conscious culture across all levels of
your organisation, ensuring each employee understands their role in maintaining security?

Skill Enhancement: Have you addressed potential skill gaps by providing targeted training
or hiring specialised talent? Are you investing in continuous education to maintain a high
level of security readiness?

Incident Response Plans: Have you developed and regularly updated your incident
response plans, including clear roles and responsibilities and protocols for internal and
external communication during an incident?

Risk Assessments: Do you conduct regular risk assessments to identify and address
vulnerabilities within your network and systems? Are you using automated tools to enhance
these assessments?

Business Continuity Management: Have you prepared business continuity plans that
ensure critical functions can continue during and after a cyber incident, including data
backup and system recovery solutions?

Strategic Partnerships: Have you established partnerships with cybersecurity experts and
service providers who offer advanced insights and technologies tailored to your specific
needs?

Vendor Risk Management: Have you implemented stringent security requirements for your
vendors and conducted regular audits to ensure they adhere to the same high standards as
your organisation?

Shared Threat Intelligence: Are you participating in communities or platforms where
organisations share insights about emerging threats to enhance your ability to preempt
attacks and respond to new vulnerabilities?


https://www.enisa.europa.eu/topics/cybersecurity-policy/nis-directive-new
https://digital-strategy.ec.europa.eu/en/faqs/directive-measures-high-common-level-cybersecurity-across-union-nis2-directive-faqs#ecl-inpage-nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022L2555&from=EN
https://www.enisa.europa.eu/topics/cybersecurity-policy/nis-directive-new/minimum-security-measures-for-operators-of-essentials-services
https://www.microsoft.com/en-us/security/blog/2024/02/20/navigating-nis2-requirements-with-microsoft-security-solutions/
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